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1. CISA - Cybersecurity & Infrastructure Security Agency Ransomware Guide for Healthcare, on site:

https://wwwcisagov/stopransomware/healthcare

2. Cybersecurity Best Practices for Medical Devices, CISA, on site: https://wwwcisagov/topics/cybersecurity-best-practices/medical-devices

3. Cyberattacks on Healthcare, IBM Cost of a Data Breach Report, on site: https://wwwibmcom/reports/data-breach

4. ENISA - European Union Agency for Cybersecurity Cybersecurity for Hospitals and Healthcare, on site:

https://wwwenisaeuropaeu/topics/healthcare

5. FBl — Internet Crime Complaint Center Ransomware Targeting Healthcare, on site: https://wwwic3gov/Media/Y2025/PSA250101

6. HHS — Health Sector Cybersecurity Coordination Incident Response Guidelines, on site: https://wwwhhsgov/sites/default/files/health-

sector-cybersecurity-coordinationpdf

7. HIPAA Journal Healthcare Data Breaches and Fines, on site: https://wwwhipaajournalcom/healthcare-data-breach-statistics/

8. INTERPOL Cybercrime Against Healthcare Targets, on site: https://wwwinterpolint/Crimes/Cybercrime/Cyber-threats

9. Microsoft Security Blog RansomHub Ransomware Analysis, on site: https://wwwmicrosoftcom/security/blog/ransomhub
10. NCSC - UK National Cyber Security Centre Healthcare Cyber Security Guidelines, on site:

https://wwwncscgovuk/guidance/healthcare-sector
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11. NIST — National Institute of Standards and Technology Cybersecurity Framework for Healthcare, on site:

https://wwwhnistgov/cyberframework/healthcare

12. Sophos State of Ransomware in Healthcare, on site: htips://wwwsophoscom/en-us/content/state-of-ransomware-healthcare

13. Splunk SIEM for Healthcare Security, on site: https://wwwsplunkcom/en_us/solutions/healthcare/siemhtml

14. Trend Micro Qilin Ransomware Threat Report, on site: https://wwwtrendmicrocom/vinfo/us/security/news/ransomware-spotlight/qgilin

15. US-CERT RDP Vulnerabilities and Mitigation, on site: https://wwwus-certgov/ncas/alerts/TA17-075A

16. WHO — World Health Organization Cybersecurity in Health, on site: https://wwwwhoint/health-topics/cybersecurity

17. CISA Endpoint Detection and Response (EDR) Guidance, on site: https://wwwcisagov/topics/cybersecurity-best-practices/edr

18. Health-ISAC Coordinated Healthcare Incident Response, on site: https://health-isacorg/chirp

19. Fortinet Network Segmentation Best Practices, on site: https://wwwfortinetcom/resources/cyberglossary/network-segmentation

20. CrowdStrike Double Extortion Ransomware Tactics, on site:

https://wwwcrowdstrikecom/cybersecurity-101/ransomware/double-extortion/

21. Checkpoint Research RansomHub Technical Analysis, on site: https://researchcheckpointcom/2024/ransomhub/

1.

nttps://healthsectorcouncilorg/wp-content/uploads/2023/07/HIC-CHIRP-FINAL _1pdf

. https://filesasprtraciehhsgov/documents/aspr-tracie-healthcare-system-cybersercurity-readiness-responsepdf

nttps://wwwahaorg/system/files/media/file/2023/05/health-industry-cybersecurity-tactical-crisis-response-hic-tcr-may-2020pdf

2
3.
4

. https://oehicoloradogov/health-information-cybersecurity
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